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2. Module interfaces
3. procfs

4. sysfs

5. devfs
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Kernel Module Interfaces

System calls

User-Level Programs
{shinfinit User Code Linux Terminal

GNU C Library (glibc)

|

System Call Interface

Device Modules & Drivers

CPU Memory Devices




Syscall

API syscall-oB

All system function has implemented as wrapper over system call. The simplest way of call system
function directly is call function:

#include <unistd.h>
#include <sys/syscall.h>

int syscall(int number, ...);




Syscall

ans ARM64
#include <unistd32.h>

nnsa x86
#include <unistd.h>

syscalls_32.h Haxogutca B nanke cobupaemoro sgpa
/arch/x86/include/generated/asm/syscalls_32.h

COEPXUT
__SYSCALL_I386(NR, name)
3Ha4eHune 4ncsia CUCTEMHbIX BbI3OBOB XPaHNTCA B NOCTOAHHOW NR_SySC8.||S

syscall table
arch/i386/kernel/syscall_table.S



https://lxr.missinglinkelectronics.com/linux+v4.13/arch/arm64/include/asm/unistd32.h
https://lxr.missinglinkelectronics.com/linux/arch/x86/include/asm/unistd.h

Syscall

O6paboTKa CUCTEMHbIX BbI3OBOB

Low level implementation for system call on the some platform:

arm/OABI swi NR
arm/EABI swi 0x0
1386 int $0x80
x86 64 syscall

Cm.: man syscall, man syscalls




File API

File API

Communication between user and kernel space using files interface

® include/linux/fs.h
© struct file_operations
© struct inode_operations




procfs

The procfs filesystem

® include/linux/proc_fs.h
o procfs API

® fs/proc/internal.h
o struct proc_dir_entry




Sysfs

/sys
I— block

I— bus
I— class

— dev

I— devices
I— firmware
I— fs

I— hypervisor
I— kernel

— module

L— power

Sysfs file system




Sysfs

Sysfs file system
For udev services and devices automount

® include/linux/kobject.h
o struct kobject
® include/linux/sysfs.h
o struct sysfs _ops
® show() -readdata
B store() - write data
o struct attribute
e include/linux/device. h - high-level API
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devfs

Device Filesystem

include/linux/device.h
¢ include/linux/cdev.h

[Mpn "Knaccuyeckom" noaxoae B Katasiore /dev - COTHU creuyasnbHbIX doanioB

Device management

Major number (unsigned 8-bit integer) --> register_blkdev(), register_chrdev()
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devfs

OorpaHMyeHHoe Yncno
NpoLEecc NoslyyeHus

MPOLECC BblAENEHUS
aMUHUCTPUPOBaHNE

[Mpo6nembl Major number:
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devfs

Device Filesystem

[Mo3BonsgeTr
aBTOMaTU3npoBaTb Npouecc
nosyyeHusa Major number
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Practice
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Kernel Module Interfaces

1 Example proc_rw - development

Writing from user space to kernel and reading information from kernel space

1. Redefinition of only needed file_operations (usually ‘read’, ‘write’, ‘Iseek’, ‘ioctl’)
2. Creation of dir/file in /proc:

e proc_mkdir() - create directory

® proc_create() - create file
1. Reading/writing data

e Calculation and storing of offset position

e copy_to user() / copy_from_user()
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Kernel Module Interfaces

open, check makefile
CFLAGS :=
-m32 (1A Kpocc komnunauum n 3anycka 8 QEMU)
-static (shared libs from Ubuntu))

check environment, paths
check, install libc6-dev-i386

make kernel modules
$ make
check errors

$ run_new_quemu
copy keys
connect to virtual sys

copy compiled modules:
$ scp mp mplib mpsys *.ko myLinux:work/

16



Kernel Module Interfaces

connect to virtual host:
$ ssh myLinux
$ cd work/
$ 11

mplib.c (user-space) — npmumep 06bI4HOM Cun NporpamMmmb

MpSys.c — BMeCTO Write ncnosib3yetcs syscall c Homepom gnsa write, aHanornyHo ¢ mknod u
getpid

mp.Cc — aHasiormyeH mpsys.c, Aenaet To Xe 4To u syscall, ToNbKo HanpsaMyto, Yepes
accemMbnepHyt BCTaBKYy

3arnyckaem:
$ sudo ./mplib
$ 11
$ sudo rm -f Zzz
$ sudo ./mpsys
$ sudo rm -f Zzz
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Kernel Module Interfaces

$ sudo ./mp
$ sudo rm -f zzz

mdu.c aHanorndyeH mp.c ans 3anycka syscall-oB n3 kernel space
mdc.c

check makefile
$ make
$ dmesg -c
$ sudo insmod mdu.ko (BblBOAUTCA OWINOKA, YTO HOPMasibHO, CMOTPK KoA return -1)
$ dmesg -c
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Kernel Module Interfaces

2 Example proc_rw — execution

Loading:

$ insmod ‘example’

$ echo ‘data’ > /proc/example/buffer

$ cat /proc/example/buffer

Unloading:

$ sudo rmmod ‘example’
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Kernel Module Interfaces

Home reading

1. MpakTtukym: moaynu aapa Linux Onera Linntopuka:
2. BcnomunHaem: apxutektypa, a4p0, MOAy/u. ..

3. TexHuKa moaynen aapa

4. NIuTepdoenc /proc

5. HTepdenc /sys
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